
How to prepare your 
organisation for 
working remotely

Data & Applications
With cloud-based web apps, working 
remotely can be a lot easier.  But 
how many of your applications and 
data files still need a VPN, Citrix 
Server, Remote Desktop or local 
access to servers? These are some 
of the things you need to consider:

• If you currently have a remote 
access solution in place for working 
from home, will it work if EVERYONE 
needs to work from home? Check 
your licensing and the amount of 
server resources available.

• If VPN software or other apps need 
to be installed on your employee’s 
devices to connect, are these pre-
installed and ready to go?

• Does everyone know how to 
connect remotely? Make sure URLs 
for webmail, cloud-based apps and 
your own remote systems are well 
documented and easily accessible 
for all staff.

• If you use cloud-based file storage 
like Dropbox, OneDrive or Google 
Drive, is it well-structured with the 
right permissions, e.g. to staff who 
may not normally use cloud storage?

 

Devices
A lot of staff may have laptops, 
but do they take them home every 
day? Many employees will have 
their own PCs or laptops at home 
they might be able to use, but there 
are other things to be aware of:

• Do company laptops have their own 
4G connections or will staff need to 
make sure they have decent internet 
at home? And know how to connect 
to it!

• If staff are using their own devices, 
do they have the necessary software 
installed?

• With some factories and ports in 
China shutdown and quarantine 
periods on cargo coming into 
Australia, new PCs, laptops and 
peripherals are already getting harder 
to source. Make sure to pre-order 
any required equipment you need. 

A lot of technology advances over 
the last decade have been all about 
convenience – making it easier for staff 
to work anywhere from any device 
at any time. However with greater 
convenience comes less security. 

Security
To create the right balance 
between remote work and 
security, it’s really important to 
take these things into account: 

• Multi-Factor Authentication 
(MFA) should be required to access 
ALL externally accessible data and 
applications. According to the SANS 
Software Security Institute, MFA 
can block over 99.9% of account 
compromise attacks. The main 
reason why some organisations still 
don’t have MFA? A perception that 
it’s inconvenient.

• If staff are connecting via their own 
devices, do you control what security 
software or patching needs to be in 
place? An infected or compromised 
home computer that connects to 
your network via VPN can encrypt 
all data across the company with 
ransomware. 

If a VPN is required, speak to 
your IT service provider about 
conditional access, which 
interrogates personal devices to 
see whether they’re up to spec.  

Information in the media about COVID-19 is changing daily, but one thing is for 
certain – we always need to have business continuity plans in place prior to a disaster 
occurring! With travel bans, 14-day quarantine periods and stricter guidelines for staff 
exhibiting signs of being unwell, now is the time to consider how your business could 
continue to operate when some, many or even all of your staff need to work remotely.  

If using a VPN is not essential to access your key systems 
(i.e. they’re all web-based) then you may consider disabling 

VPN access to reduce the risk of malware infection.



Communications
We all use our mobile phones for 
many of our phone calls these days, 
but there are many other ways 
that staff communicate with each 
other – and with customers!

Traditional phone systems including 
call centres and receptionists, 
video conferencing, email, 
collaboration platforms and 
messaging apps all form part of the 
communications platform today.

• Does your phone system have 
softphone capabilities, such as an 
app to use the key features of your 
telephony system? If so, do all staff 
have the apps configured on their 
devices and know how to use them?

• Can you set up diversions remotely if 
necessary?

Also consider how you could replace 
the normal conversations and 
meetings that occur around the 
office if staff need to work from 
home for extended periods:

• Do you have audio conference 
bridges that staff can dial into?

• How will you enable  video 
conferencing? Do all staff have a 
device with a webcam? Can staff 
use headsets to reduce background 
noise from everyone on the call?  

• Do all staff  know how to connect 
an audio device with the video 
conferencing app

• Can staff easily enable screen 
sharing functions?

IT Support
With staff working from different 
locations with different equipment, 
they’re bound to need help.  

• Can staff get fast, efficient IT support 
when they need it?  

• Remote monitoring and support 
tools are a key part of a Managed 
Service Provider’s toolset – what 
do you have in place to assist staff 
remotely?  

• Do staff know who to call when 
they’re not in the office?

• If you currently use an MSP, does 
your contract cover staff working 
from their own devices at home?

• What if they need help out of core 
business hours?

To reduce support delays and 
confusion, create and distribute 
a tip sheet to staff about who to 
contact and how to do so should 
they need remote assistance 
e.g. if unable to connect. 

What to do next
The most important thing to do 
is not wait and see. Test your 
current setup, test it again, and 
re-test it with more people.  

Don’t underestimate the amount 
of training required for staff that 
aren’t used to working from 
home, or who now need to use 
new software or devices to get 
all the functionality they need.

Take some of the in-office practices 
that you have and make them remote-
working friendly. For example – turn 
all of your meetings into audio or 
video conferences, start using 
collaboration tools, and ensure staff 
have laptops with 4G built-in.

And always approach remote 
working with a security-first, not 
convenience-first mindset!
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Be aware of fake emails claiming to have 
COVID-19 updates. Scammers are quick to 
use topical issues to get people clicking on 
links in phishing emails.

Modern collaboration apps such as Slack and 
Microsoft Teams combine many communication 

functions into a single platform.  If you don’t have 
a central collaboration tool, or have one but it’s 

barely being used, now is the time to set it up and 
get staff trained.
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